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Bottom Line Up Front

e The convergence of transnational organized crime, which is on the rise in
Latin America, with international terrorist networks and other transregional
threats, have helped harden the Maduro regime's repressive apparatus in
Venezuela.

e The crime-terror convergence in Venezuela is layered over an anti-Western
ideology that has developed asymmetric tools that play to the benefit of
Russia, China, and Iran's global interests.

¢ As the international community watches the internal dynamics in Venezuela,
the Maduro regime is focused on expanding its threat network throughout the
region, through mass migration, environmental degradation, and molecular
protests in Latin America.
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The current U.S. national security strategy, unveiled by President Trump in 2017 a year after
taking office, is focused on global strategic competition with key adversaries, including, China
and Russia, who challenge American power, influence, and interests worldwide.' But it does
not end there. The strategy also highlights trans-regional threat groups, from Islamist terror
networks to transnational criminal organizations, who are actively trying to harm Americans
around the world.

Iran, as the world's leading state sponsor of terrorism, is at the heart of America's
counterterrorism challenge and its proxy Hezbollah has increasingly tapped into drug
trafficking and illicit finance channels as another revenue stream to fund its efforts in Lebanon,
Syria, and elsewhere.? These global threats are converging through logistical networks that
have a safe haven in Venezuela. Beginning with Hugo Chavez and now under Nicolas
Maduro, a slew of service providers have found fertile territory in Venezuela to provide a
variety of services, such as accounting, banking, technology, transportation, etc. to major drug
cartels from Colombia, Mexico, and Bolivia, to Italy and Spain.® International terrorist groups
have tapped into this same logistical network in Venezuela that has support from the state.*
These are two of the three overlapping circles illustrated in Figure 1 that have made Venezuela
the global hub of the convergence of threat networks that are propping up the Maduro regime.

FIGURE 1
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TRANSREGIONAL THREATS AND EXTERNAL STATE ACTORS

The fight for the freedom of Venezuela has formed two blocs around the globe: those who
support the Maduro regime and those who oppose it.> Among those who still recognize
Maduro, taking the lead are Russia, China, and Iran, who use the Venezuela crisis to counter
U.S. influence in the Americas. All three of these External State Actors (ESA) have increased
their presence in Venezuela in recent years and publicly denounce the U.S. "maximum
pressure" campaign against the Maduro regime.

Seemingly one-sided, this alliance is mutually beneficial. Russia has made more than $11.4
billion selling military equipment to Venezuela in the last 15 years® and China has sold more
than $615 million in weapons to Venezuela in the previous ten years.” Russian military
equipment includes fighter aircraft, attack and transport helicopters, air defense and naval
platforms, tanks, armored personnel carriers (APC), self-propelled artillery, and, as depicted
in Figure 2, a variety small arms to include surface-to-air missiles.® Complimentary, Chinese
weaponry includes K-8 trainer aircraft and VN-16 light tanks, as well as anti-tank missiles,
self-propelled mortars, self-propelled rocket launchers, and armored vehicles.® Some of this
equipment was actively used in repressing student and opposition protests against the
Maduro regime in 2014, 2017, and to this day.

FIGURE 2

Purchaser Provider Contract year Military Equipment Contract Value ($)
Venezuela | Russia 2008 SA-24 MANPADS Not publicity disclosed

92 T- 72 main battle tanks, BM- Smerch multiple

Venezuela Russia 2009 rocket launchers, SA-23 long-range SAM 2.2 billion
Venezuela | Russia 2009 SA-17 medium-range SAM syst Not publicity disclosed
Venezuela Russia 2009 123 BMP-3 armored infantry fighting vehicles Not publicity disclosed
Venezuela | Russia 2009 SA-26 SAM system Not publicity disclosed
Venezuela | Russia 2009 114 BTR-80 APCs Not publicity disclosed
Venezuela China 2012 25 Red Arrow-73 Anti-tank missiles Not publicity disclosed
Venezuela China 2012 18 SM-4 81mm Self-propelled mortar Not publicity disclosed
Venezuela China 2012 18 SR-5 MLRS (Multiple Launch Rocket System) Not publicity disclosed
Venezuela | China 2012 o Type-07PN:;:sI:I\‘I',l;I2 :a‘:::: (B Not publicity disclosed
Venezuela | China 2012 25 ZBD-05/VN-18 IFV Not publicity disclosed
Venezuela China 2012 25 ZTD-05/VN-16 light tanks Not publicity disclosed
Venezuela | China 2012 22 K-8 Karakorum-8 aircraft Not publicity disclosed
Venezuela China 2012 C-802/CSS-N-8 Anti-ship missile. Not publicity disclosed
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More recently, private Russian military contractors, with reported ties to the Kremlin, are being
used to beef up security for Nicolas Maduro, according to Reuters.”® Moreover, Russian
officers have been reported to use Venezuelan military uniforms in the capital city, Caracas,
as well as in the Mining Arch (Arco Minero) of Bolivar state,’? and in Tachira state along the
Colombia-Venezuela border.™ This Russian military on-the-ground presence in Venezuela is
augmented by military aircraft continually arriving since 2018.™

While Moscow provides the manpower, Beijing provides the technology. Chinese telecom
giants with strong ties to the military intelligence apparatus of the People’s Liberation Army
(PLA) have helped the Maduro regime improve its surveillance capabilities.” In 2018, ZTE
Corporation, sanctioned by the U.S. for its role in espionage and cybersecurity risks, helped
the Maduro regime build a surveillance system that monitors citizen behavior through the
“fatherland card,” a new national ID in Venezuela." This China-style social control
complements a known People’s Liberation Army offshoot at the Captain Manuel Rios military
airbase in Guarico state that tracks Venezuela-operated, Chinese-built satellites in orbit."

In 2020, Iran's military network, which used to play a covert role in Venezuela, came out of
the shadows despite U.S. and international sanctions.'® In April, the Islamic Revolutionary
Guards Corps (IRGC) preferred airline, Mahan Air, designated by the U.S. as a material
supporter of terrorism,' began flying in technicians and equipment to revive Venezuela's oil
industry controlled by Minister Tareck El Aissami.?® The Maduro regime paid for this service
with more than 9 tonnes, an estimated half a billion dollars, in gold bars taken from
Venezuela's vaults to the Islamic Republic.?’ Iran then upped the ante in May by sending five
tankers filled with about 1.5 million barrels of fuel to Venezuela and attempted to send an
additional four re-flagged tankers that were stopped off the coast of West Africa and have
been seized by the United States.?? According to the Department of Justice (DOJ), these fuel
shipments were arranged by the IRGC.%

The dual-use nature of Iran's commerce, which is increasingly co-opted by the IRGC,
questions the real purpose of the recent "humanitarian" support Iran is sending to the Maduro
regime. A concern that grew as an Iranian supermarket "Megasis" opened this past July in
Caracas in coordination with Maduro's military-run emergency food program, called CLAP.?*
This year has shown the Maduro regime openly interact with the world's leading state sponsor
of terrorism.

According to the State Department's 2019 Country Reports on Terrorism, Maduro and his
associates have fostered a permissive environment for terrorist groups, including dissidents
of the Revolutionary Armed Forces of Colombia (FARC-D), the Colombian National Liberation
Army (ELN), and Hezbollah sympathizers.? These terrorist groups facilitate regime corruption
through illicit finance and graft schemes that include members of Venezuela's armed forces
and local organized armed groups.
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A range of criminal activities, such as drug trafficking, extortion, smuggling, and illegal mining
of gold and other minerals, has bankrolled the Maduro regime, which permits the presence of
armed non-state actors, such as the ELN and the FARC-D, in Venezuela. These regional
terrorist groups are controlling vast swaths of Venezuelan territory, particularly in the mineral-
rich Arco Minero and along the Colombian border, connecting the regime to transnational
organized crime.

TRANSNATIONAL ORGANIZED CRIME AND THE MADURO
REGIME

The Maduro regime plays a critical role in the international drug trade serving as a transit
point, which fetches around $39 billion on the streets of America, according to an estimate by
the United Nations Office on Drugs and Crime.?® This has attracted major regional cartels to
Venezuela, such as Mexico's Sinaloa cartel, Honduras' Cachiros, Colombia's Los Rastrojos,
Bolivia's Cocaleros, and of course the ELN and the FARC.?” According to several DOJ
indictments, the Maduro regime conspired with all these cartels through its own military-run
drug network called the Cartel of the Suns to essentially "flood" the United States with
cocaine.?

William Brownfield, former assistant secretary of state for counter-narcotics and U.S.
ambassador in Venezuela, regarded the Maduro regime as, "probably the most corrupt
government in the entire world. It is worse than a narco-state. It's a narco-state, but on
steroids."®

Key to these criminal networks is what is known in the national security lexicon as "super
facilitators," who manage illicit networks in various countries across continents. Alex Saab, a
Colombian businessman and Maduro's special envoy to Iran, currently detained in Cape
Verde, is one of many financial and logistical architects, a "super facilitator" for the Maduro
regime.*® Saab's criminal network is embedded with Venezuelan state-run programs, such as
the CLAP food distribution program, that have been sanctioned for its wide-scale corruption.®’

The U.S. Treasury’s Financial Crimes Enforcement Network (FInCEN) warned about
transactions involving Venezuelan government agencies and State-Owned Enterprises
(SOEs), particularly those engaged in government contracting since they can be used as
vehicles to launder and conceal embezzled funds®2. Venezuelan SOEs, under the Maduro
regime, have created global illicit finance channels to move and hide an unprecedented
amount of criminal proceeds and plunder state resources—money stolen from the Venezuelan
people, which contributes to the dire humanitarian situation in Venezuela.

Transregional Threats Journal -5- Volume 1 @ Issue 4 ® August 2020



ER F
< 0,

FEN
¢
[

Crgry

3
FRee °

A REPRESSIVE APPARATUS

Under Cuban military advisors, Venezuela refashioned its national security and intelligence
agencies into a service that spies on its armed forces, instilling fear and paranoia and
repressing dissent.*® According to the United Nations Human Rights report, the regime's
Special Action Forces or FAES act as "death squads," killing 6,856 people from 2018 to mid-
2019.* The report also states that the actual number of deaths could be much higher. It cites
accounts by independent groups who report more than 9,000 killings for "resistance to
authority" over the same period.*® Extra-judicial killings are repressive measures by the
Maduro regime aimed at neutralizing political opposition and quelling dissent within the ranks.

Some of the most notable cases are through the regime's state police, the Bolivarian National
Intelligence Service (SEBIN), who assassinated lawmaker Fernando Alban with total
impunity.*® Naval Captain Rafael Acosta, who hours before his death, appeared in court with
irrefutable evidence of having been tortured,*” and Police Captain Oscar Pérez are among the
most high profile military and law enforcement officers killed at the hands of the vicious state
security forces.*® Thousands of others have been killed or unlawfully detained by Maduro's
repressive security apparatus.

From 2014 to 2020, Foro Penal, a Venezuelan human rights organization, recorded 15,177
politically motivated detentions with numerous cases of torture and other cruel, inhuman, and
degrading treatment by the Maduro regime in Venezuela.*® Figure 3 shows that students and
youth are the most vulnerable population group to the repressive apparatus of the regime and
that military and law enforcement serve the longest time in state prisons. The Maduro regime
simultaneously releases groups as it detains others, maintaining a constant number of
detainees to avoid drawing attention to the overwhelming number of arbitrary arrests. Foro
Penal has labeled this tactic the "revolving door effect.*°

2 days 5567 3033 563 5217 350 5564 3 1585 3 4 26
From2days | gs5q 5264 746 6213 243 6533 23 1905 1 4 142
to 60 days

From 61 days

ey 1960 298 2398 16 16 2319 95 697 5 4 178
A N 574 519 55 568 6 511 63 205 4 4 120
to 3 years

More than 3

e 66 62 4 66 0 45 21 9 9 2 34
Totals: 15177 10839 1660 14462 715 14972 205 4401 22 18 500

Souce: Foro Penal data
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The Maduro regime’s control of key institutions, namely the judicial system in Venezuela, has
prompted the international community to push back against the regime’s repression through
punitive actions, to include multilateral sanctions. The United States, Canada, the European
Union, and Switzerland have imposed targeted sanctions on more than 100 Venezuelan
officials implicated in human rights abuses in Venezuela.*'

U.S. ACTION AGAINST CONVERGENCE IN VENEZUELA

The Trump administration has upheld its national security strategy, taking several actions
against Maduro's crime-terror convergence in Venezuela. In January 2019, the U.S. began its
"Maximum Pressure" campaign against the regime, transitioning from targeted individual
sanctions to sector-wide sanctions on banking, gold, and oil, to add to previous sanctions on
the transportation and financial services sectors, including Venezuela's state-backed
cryptocurrency, Petro.*? To date, there are 165 individuals and entities sanctioned by U.S.
Treasury's Office of Foreign Assets Control (OFAC) in Venezuela, on top of the six sector-
wide sanctions against the Maduro regime.*®

Many analysts point to the fact that OFAC sanctions can limit the Maduro regime's formal
sources of revenue, namely from oil exports; however, it does not necessarily cut off the illicit
revenue sources from narcotrafficking, illegal gold mining, and other criminal activities.** To
remedy this, the U.S. Southern Command (USSOUTHCOM), along with 22 partner nations,
launched a massive counter-narcotic operation in the Caribbean in March that in four months
has seized 122 metric tons of cocaine and 18,000 pounds of marijuana.*® This achievement
was highlighted in July when President Trump visited USSOUTHCOM in Miami, FL, where
Admiral Craig Faller pointed out that nearly $2 billion in drug profits were denied to TCO's
many of which transit through Venezuela paying a high premium to the Maduro regime.*®

While separate from executive action, the DOJ equally has made a dent in Maduro's crime-
terror networks by announcing criminal charges in March against 15 regime officials, to include
Nicolas Maduro, Diosdado Cabello, Tareck El Aissami, and Vladimir Padrino Lopez, who
make up the high command of the Bolivarian revolution and are the leaders of the regime-
controlled Cartel de Los Soles.*” The DOJ indictments accentuated how Venezuelan
institutions such as the judiciary, the military, and the constituent assembly are criminalized.
Moreover, it pointed out that Chavista dissidents are not necessarily divorced from the illicit
activities propping up the regime.

The indictments in March provided the context to understand the criminal nature of the Maduro
regime. But another indictment in May against a former member of Venezuela's National
Assembly, the Syrian-Venezuelan Adel El Zebayar, illuminated the regime's ties to terrorist
organizations.*® Described as a weapons-for-cocaine scheme, the charges against El Zebayar
allege that the Cartel of the Suns served as a broker between Hezbollah, Hamas, and the
FARC, all designated as foreign terrorist organizations by the State Department.*®
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A GLOBAL HUB

The convergence of transnational organized crime, which is on the rise in Latin America, with
international terrorist networks and other transregional threats, have helped harden the
Maduro regime's repressive apparatus in Venezuela. Equally, the regime's acquiescence
toward this convergence has expanded the reach and scope of global illicit actors that use
Venezuela to build logistical networks that benefit criminal enterprise.

While threat convergence theory describes the nature of Maduro's narco-terrorist regime, it
does not explain its strategic objectives.

The crime-terror convergence in Venezuela is layered over an anti-Western ideology that has
developed asymmetric tools that play to the benefit of Russia, China, and Iran's global
interests. All the while, Cuba, with a sizable military contingent in Venezuela, continues to
manage the day-to-day operations with the Maduro regime because of its comparative
advantages in language, culture, counterintelligence, and knowledge of Russian and Chinese
military systems. These ESAs have helped the Maduro regime amplify its capabilities, namely
in cyber, intelligence, surveillance, and disinformation, manipulating the international
community through openly discussing dialogue and political posturing for local elections in
Venezuela.

As the international community watches the internal dynamics in Venezuela, the Maduro
regime is focused on expanding its threat network throughout the region, through mass
migration, environmental degradation, and molecular protests in Latin America.

With more than 5 million refugees, Venezuela's humanitarian crisis increasingly destabilizes
neighboring countries, allowing illicit networks to expand access and control of territory.>® This
crisis further undermines democratic institutions and exacerbates corruption region-wide. In
today's asymmetric battlefield, illicit networks substitute modern conventional armies in rogue
regimes pursuit of regional hegemony. For the Maduro regime, replicating new narco-terrorist
regimes in Latin America is its most potent response to the U.S. "maximum pressure"
campaign and, by consequence, expands the influence of Russia, China, and Iran in the
Western Hemisphere.
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