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Russia, like the Soviet Union before it, is a
source of expansion and aggression in
Crimea, Ukraine, the Baltic states, Syria, and
in cyberspace. These are regrettably only the
visible signs. In Latin America, after atemporary
lapse, Russia has returned to increase its
influence and to exploit any real or perceived
U.S. weaknesses. This time, taking advantage
of U.S. foreign policy focused on the Middle
East and, therefore, leaving a blind spot south
of the Rio Grande.

This Global Dispatch examines Russia’s
use of Latin America as a veritable bridge from
which to cultivate intelligence operations and
infiltrate the United States. Providing a brief
history of Soviet intelligence in Latin America
and assessment of current Russian intentions
in the region, the Dispatch also examines one
major case where Russia’s external intelligence
agency used Chile as a staging ground for
entry into the United States.

In the Beginning

Except for intelligence collection through
embassies and regional Communist parties
allied with Moscow, the Soviet Union was not
initially disposed to bringing the Cold War to the
United States’ so-called “backyard” at a time
when most of its problems were in Europe or
Asia. Moreover, it was not prepared for the high
costs and cultural challenges of maintaining
Soviet intelligence stations and operatives in
Latin America. Simply put, Latin America was not
a strategic priority for the Union of Soviet Socialist
Republics (U.S.S.R) at the onset of the Cold War.

This changed with the Cuban Revolution
in January 1959. The Soviet Union saw this
as an opportunity to install itself in the Western
Hemisphere, and Cuba became part of the
Soviet sphere of influence as the first non-Euro-
Asian country to be accepted in the Council for
Mutual Economic Assistance (COMECON).! This
provided an opportunity for Russia’s intelligence
services to insert themselves in the region, and

install significant signals (SIGINT) and electronic
(ELINT) intelligence stations. Cuba’s efficient
regional intelligence network allowed further
access to information and resources throughout
Latin America, namely in Peru and Chile.?

Despite the opening to the region that
Cuba represented for the Soviet Union, only
General Juan Velasco Alvarado’s government
in Peru (1968-1975) bought Soviet arms during
the Cold War. Along with this purchase came the
installment of an estimated 125 “advisors” from
Eastern European Communist states and the
Soviet Union.® According to Arbel and Edelist, by
the early 1980s some “2,000 to 2,500 Peruvians
were receiving military training in the USSR, and
Peruvian intelligence had established working
ties with the KGB.” Peru’s relationship with
Russia weakened with the fall of Velasco and is
now only preserved in the Soviet-era systems that
make up Peru’s military armament.

During the Allende regime in Chile, the
Soviet Union was engaged in pursuing détente
with the United States, and despite rhetorical
support for the Allende government, Soviet
economic assistance and trade was of a very
limited nature. In December 1972, Allende and
Chilean Communist Party leader Luis Corvalan
met in Moscow with Soviet leaders Leonid
Brezhnev, Alexei Kosygin, and Nikolai Podgorny
seeking short-term credits to offset a budget
deficit, as well as purchases of Chilean copper
and $220 million in aid for steel production. The
Chilean leaders left Moscow with a new credit
line of $45 million and technical assistance
agreements. Instead of increased economic
support, however, the Soviet Union reduced
its aid by half, from $144 million in 1972 to $63
million in 1973.°

While trade with Chile was limited,
military and intelligence support was on the rise.
In 1986, more than a decade after the overthrow
of the Allende government, The New York Times
reported the discovery of 70 tons of munitions
found in several caches in Chile. Per Robert S.
Gelbard, then Deputy Assistant Secretary of State
for South America, the weapons and ammunition
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were a sign of “a major threat to the hemisphere,”
adding that “we know it is Cuba who did this, and
we assume the Soviet Union is behind it.”® Mr.
Gelbard’s assertion would prove correct when
General Nikolai Leonov, a former high-ranking
KGB official in Latin America, later revealed:”

“There was talk of a loan to send Soviet
armaments, at Salvador Allende’s request
—1 believe (General) Prats asked for it...
Well, nobody imagined calling in those
loans afterwards. The materialization
of this loan took some time, but in the
northern ~ hemisphere summer of 1973
the ships carrying weapons for Chile were
already on their way.”

By the height of the Cold War, the KGB had
developed a robust intelligence network in Latin
America that was used to weaken U.S. influence
in the region and encourage perceptions of U.S.
imperialism.

Into the 215t Century

he fall of the Soviet Union and the
Communist bloc in the early 90s drove
the country to diminish and, in some cases,
completely withdraw its presence from Latin
America. Despite this setback, relations between
Moscow and Havana remained positive and
improved with the arrival of Vladimir Putin, who
was a counter-intelligence operative with the KGB
during the Soviet era and, after its fall, assumed
the Directorship of the Federal Security Service
of the Russian Federation (FSB). At the turn of the
century, Putin became president of Russia.
President Vladimir Putin has described
the collapse of the Soviet Union as “the
greatest geopolitical catastrophe” of the 20th
century.®.  The end of the Soviet era produced
a kind of trauma from which Russia has still not
completely recovered. The loss of its position
as a superpower capable of standing up to the
U.S. has been difficult to overcome. For Russia’s
leaders, including Putin, its subordination to

the U.S. is the result of a constant, decades-
long campaign on the part of consecutive U.S.
governments to keep Russia from regaining the
status it believes it deserves.®

For Russia, the notion of
challenging Washington
the way it did during the
Cold War is hardly realistic,
but its new strategy has
aimed to recreate spheres of
influence and a resurgence
of its intelligence networks
worldwide, including Latin
America.

After Putin won the presidency of the
Federation in 2000, and even more so after
his re-election in 2013, he began a revision of
Russia’s foreign policy, adding objectives such
as (1) strengthening Russia’s ranking in the world
economic order; and (2) developing multi- and
bilateral relationships of mutual benefit with other
states.”® The development of multilateral forums
and the reinforcement of international organisms
like the United Nations have been among Russia’s
top foreign policy priorities in a strategy that
seeks to equilibrate what it considers a balance
that still favors North American positions and, in
general, the West."

For Russia, the notion of challenging
Washington the way it did during the Cold War is
hardly realistic, but its new strategy has aimed to
recreate spheres of influence in its near abroad,
namely the Caucasus and Central Asia, and
begin a resurgence of its intelligence networks
worldwide, including Latin America.

Russia is reaping the best results of its
new foreign policy in the political arena. In Latin
America, growing discontent with the neoliberal
system and the U.S. lack of interest in the region,
especially following September 11th, provide
ample opportunity for Russia to implement a
strategy that will isolate the United States from its
southern neighbors. Russia is capitalizing on the
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U.S.’s growing distance from its “backyard,” but
it can’t take all the credit. With the assistance
of Russian agents of influence, several Latin
American countries increasingly seek to exclude
both the United States and Canada from regional
affairs.'

The growing discontent with the
neoliberal model, the source of which, at least
according to public opinion, is the U.S.—has
provided Moscow with a new opportunity in Latin
America.”® Russia’s focus, however, is not on
presenting itself as an alternative in the region,
but rather on promoting local regimes hostile to
the U.S. who see Russia as a strategic ally.

These Latin American regimes have
catalyzed an increase in Russian activity with
the following intelligence priorities:

o Collect strategic intelligence for
Russia, especially on the U.S. and its
allies.™

o Recruit voluntary and involuntary
allies and agents of influence.™

o Stimulate the environment of military
negotiations to open more potential lines of
cooperation in Latin America.

o Research and secure information
useful in carrying out negotiations in other
strategic industries in Latin America, such
as automotive production, nuclear, energy,
and hydrocarbon exploitation.

° Produce propaganda in Spanish
that encourages a new image of Russia
through the promotion of Russian culture
in the region.

o Purchase properties in Latin America
for Vladimir Putin and his innermost circle.®

° Use Latin American countries as a
feeder to infiltrate intelligence agents and
assets into the U.S.

This last point was discovered in the
summer of 2010, when Russian intelligence agent
Anna Chapman’s circle of spies was exposed
in the United States. Born Anna Kushchyenko,
Chapman'” was a Russian national who was
arrested in New York on June 27, 2010 along
with  nine other Russians, on suspicion of
working for the Russian Federation’s foreign
intelligence agency, the SVR."™ Their mission
was apparently to infiltrate the upper echelons of
U.S. foreign policy circles and allegedly almost
caught a senior member of U.S. President Barack
Obama’s cabinet in a honey trap operation.'
The same day Chapman was arrested in New
York, another Russian spy ring was discovered
in Santiago, Chile.

Alexey Ivanov, a Russian
Spy in Chile codenamed
“Antares”

Anna Chapman, a
Russian spy in the U.S.

Antares Case:
A Spy Network in
South America

Chile does not have a record of known
espionage cases, making it extremely
difficult to elaborate a chronology of
counterintelligence carried out in the country
by extra-regional powers, especially Russia.
However, it is possible to cross-reference the
little information that is publicly available with
the modus operandi of Russian intelligence, the
Federation’s renewed relations with Chile, and
their foreign policy goals in Latin America writ
large.
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Since 1990, a renewal of diplomatic
relations between Russia and Chile has
established commercial ties that have grown
despite lackluster performance in Latin American
markets.?® At the turn of the century, Russia
attempted to use the Free Zone of Iquique (known
as ZOFRI) as an entry/exit point for consumer
goods, without much success.?' Russia has also
sought military sales to Chile. In 2002, during
the International Air and Space Fair (FIDAE),
Russian General Andrei Nikolaev, President of

A little known but
strategically important
espionage case for
U.S. national security
involves a Russian spy
in Chile named Alexey
Ivanov, codename
Antares.

the Defense Committee of the Duma, met with
then Minister of Defense (and now President
of Chile) Michele Bachelet to agree on an
eventual purchase of Mi-17 mid-range transport
helicopters for the Chilean Army and Air Force.??
While this military exchange never materialized,
Russian deployment of security and intelligence
officials to Chile began to increase after 2002,
highlighted by the October 2009 visit of Nikolai
Patrushev, the former director of the FSB and
current Secretary of the Russian National Security
Council and close confidante of Vladimir Putin.?®

In accordance with Russia’s new foreign
policy goals in Latin America, developing an inter-
connected spy ring that transcends borders and
boundaries throughout the Western Hemisphere
became a priority for the Russian Federation.
In this context, a little known but strategically
important espionage case for U.S. national
security involves a Russian spy named Alexey
Ivanov, codename Antares.

Antares initially entered Chile on
September 21, 2008, through the Zona Austral
(Southernmost zone) in the Chilean portion of
Patagonia. He evaded Chilean immigration

authorities using a diplomatic passport under the
name Andrei Semenov. Once in Chile, “Semenov”
assumed the Chilean identity of Andrés Vilches
Carvacho, with the help of Patricio Arenas
Fernandez, an official in the Chilean Civil Registry
and Communist militant formerly exiled in Russia
during the Pinochet dictatorship.?*

Antares’ mission was to assimilate into
Chilean society and later migrate to the United
States as “Vilches,” a Chilean immigrant. He was
accompanied by another Russian spy named
Olga Ovanova, codename Sandra, who first
lived in Cuba where she learned Spanish before
pairing up with Antares in Santiago. During
their stay in Santiago, they received logistical
support from two Russian agents who went by
the codenames Patriota and Samuel.?®

The initial plan was for the pair to
spend 10 years in Chile perfecting the Spanish
language and reinforcing their cultural
understanding of Chilean society to avoid
raising suspicion among U.S. authorities when
it came time to request their visa to the United
States. Their operation was disrupted, however,
on June 27, 2010, when Antares (“Vilches”) and
Sandra abruptly fled Chile to Argentina and
then to Europe on the same day Anna Chapman
was arrested in New York. It is not clear how or
if Antares was connected to Anna Chapman or
her ring of Russian spies in the U.S., but some
sources suggest that both spy networks (in Chile
and the U.S.) were handled by the same Russian
case officer in Spain.

Implications for U.S.
National Security

he U.S’s overwhelming preoccupation with

events in the Middle East has caused it,
arguably, to neglect its predominant sphere of
influence in the Americas. This has created a
vacuum for extra-regional actors to fill. Through
commercial, political and diplomatic, but also
through more covert means, other nations have
sought to expand their own influence and to
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undermine American interests in the Western
Hemisphere. Regional anti-American regimes,
unable to provide for their own countries’ needs,
have attached themselves to these extra-regional
actors to erode U.S. influence in Latin America.

Russia’s regional activities are often
unseen while they have grown in recent years,
making offers to build military bases in the
continent. In 2015, Lt. Gen. Kenneth E. Tovo of
U.S. Southern Command told Congress:

“Russia has courted Cuba, Venezuela, and
Nicaragua to gain access to air bases and ports
for resupply of Russian naval assets and strategic
bombers operating in the Western Hemisphere.
Russian media also announced Russia would
begin sending long-range strategic bombers to
patrol the Caribbean Sea and Gulf of Mexico, to
‘monitor foreign powers’ military activities and
maritime communications.”

The Russian presence in the Americas has many
dimensions, but its aim remains the same as it
was during the Cold War: to erode U.S. influence
in the region. Toward that aim, Russia’s use of
intelligence and counterintelligence in Latin
America is increasingly aggressive. The Antares
Case serves as a cautionary anecdote raising
important questions for U.S. national security:

1. How many similar Russian spy rings
are currently operating in Latin America
with intentions to infiltrate the United States?

2. Are u.S. immigration and
counterintelligence authorities prepared
to detect and neutralize Russian spy rings
from the region?

3. Was the goal of the Antares spy ring
in Chile to infiltrate the upper echelon of
Chilean foreign policy circles, much like
Anna Chapman in the U.S.?

4. What are the connections in Russia
and the Americas between Anna Chapman
and Alexey lvanov?

Russia is capitalizing on the U.S.’s
diminished influence in Latin America by taking
advantage of regional discontent with the liberal
economic order and exploiting its weaknesses
through various political movements that have
maintained ties to Moscow since the Cold War.

Russia’s goal in Latin
America remains the
same as it was during the
Cold War: to erode U.S.
influence in the region.
Toward that aim, Russia’s
use of regional intelligence
networks is increasingly
aggressive. The Antares
Case serves as an important
anecdote for U.S. National
Security.

Despite conventional wisdom in Washington,
Communist/Socialist movements in Latin
America maintain a strong influence over
regional governments.?” Russia’s presence
and activities in Latin America deserves
greater attention and deeper scrutiny from U.S.
policymakers.

There are still many opportunities to
engage the region and neutralize Russia’s
resurgence, however, doing so will require
dismantling foreign intelligence networks that
are weakening U.S. influence in Latin America.
Taking one’s gaze off the Americas is one way
to encourage aggressors in our region, allowing
them to exploit seemingly minor opportunities.
Eventually, the minor opportunities can
become potential or actual threats, by which
time it may be too late. The key to preventing
surprises or deterring aggression involves
critical preparation and rational vigilance. By
refocusing attention on what has become a
blind spot for U.S. and Latin American policy
makers, we could dismantle growing and
future threats to regional security and avoid the
unexpected.
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